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Cybersecurity has been in the news almost continuously for the past couple of years. Whether it involved foreign 
government actions against campaign or election systems, risks to critical infrastructure, or data breaches of data at 
financial institutions, health care providers and other firms, the information of hundreds of millions of people were 
involved. There were incidents of hacking of virtual currency exchanges involving the loss of millions of very real dollars. 
And there was a growing recognition that sensors and other non-traditional devices connected to the internet could not 
only be tampered with remotely, but used as a part of an attack seeking sensitive data. Internet connected devices could 
even be used to perpetrate attacks on victims selected by criminal or government hacking groups from anywhere in the 
world. 

In discussing this issue with architecture and engineering (A&E) firms working, we determined that while these 
organizations may not be the highest priority target for remote intrusions or frauds, they are by no means immune to 
attacks. Sometimes a firm may be considered attractive by hackers because of the projects they are doing, or the fact that 
they may frequently wire money around the world. In other cases, an A&E firm may be targeted because they are fully 
dependent upon design and digital technology to operate their core business, or are running systems with particular 
versions of software, especially when security updates have not be installed.  

Any kind of attack can occur, but for A&E firms, the following risks are the most likely to materialize: 

Ransomware 

• The Problem. This is a form of malware that typically
introduces itself to you by displaying a screen indicating that
files on your computer have been encrypted, and the only way
to regain access is by sending the threat actor a payment, 
often required to be made in bitcoin or another virtual
currency. There are warnings that without the payment, the 
files will never be recovered (we have found this to be mostly
true, although free decryption systems have been developed
for some variants of ransomware) and that if the ransom is not 
paid in a short time (often 72 hours), you will never get a
decryption key. Some also say that before encrypting the
software, the threat actor copied your data to a site they control, and will release it if not paid. This may or may
not be true. It takes a forensic analysis to differentiate between data that has been removed, and that which has 
just been encrypted. Will paying the ransom get you an actual, working decryption key? The best answer is
sometimes it does, sometimes it doesn’t. Some cybercriminals running these malware campaigns are very
organized. We have seen instances where the malware provides detailed instructions for obtaining the virtual 
currency and how to transfer it to the threat actor. We have even seen one version that is so sophisticated that 
the threat actor ran a “help desk” which a victim could call for assistance in paying the ransom, and because the
calls used VOIP (Voice Over Internet Protocol), they could not be traced to a physical location.
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• What to Do. Unfortunately, many forms of 
ransomware, once they infect a system,
encrypt files in an unbreakable way. While paying
the ransom (which the FBI does not recommend)
might get a decryption key, the most 
important defense is one of the oldest—backup 
copies of files. Remember, however, that some
of the ransomware is very sophisticated and
tries to find backups so that it can encrypt them,
too. Many varieties of ransomware are also 
able to spread the infection throughout a
company network. So, rather than dealing with 
one computer with its files encrypted, they are
dealing with hundreds, or even thousands of
disabled machines. Threat actors can demand 
ransoms in the tens or even hundreds of
thousands of dollars to unlock all the computers in
an enterprise, although whether the payment will 
result in an actual working key is something of an 
unanswerable question. Getting help quickly is 
vital, both to reduce the spread of the infection
and to manage the forensic investigation. This is 
an area where it is vital to coordinate with your
legal counsel, risk manager and insurance carrier 
(where there is are cyber insurance claim 
considerations), as well at your technology team. 

Malware Affecting Insufficiently Patched Systems 

• The Problem. Malware—hostile programs 
developed by governments, criminals, cyber-
terrorists and activists—is based on 
vulnerabilities. These are ways the bad program
can attack the target. Some of these are 
unknown to the developers, but are discovered
by the attackers. They are called “zero day”
attacks. As vulnerabilities are discovered, 
software developers will frequently issue 
“patches” which are software updates that 
eliminate or control a vulnerability. Vulnerability
data is published and is available to anyone. 
While it might at first seem like attacking a 
known vulnerability for which a working patch
has been issued would be a waste of a hacker’s
time, it isn’t. A patch, no matter how effective,

only works if it has been installed, and 
sometimes they aren’t. In one case, Kroll 
determined that an attack that caused 
significant problems for a financial institution 
was successful because it exploited a weakness 
for which a patch had been issued more than 
two years earlier. It was never applied to the 
organization’s systems, so the vulnerability 
remained, and they were hit by an automated 
attack that was searching for systems that were 
unpatched. An investigation showed that the 
person responsible for patching the systems had 
been on leave at the time it was issued and did 
not install it upon their return. This problem 
could have been easily remedied had the 
organization regularly run a vulnerability 
scanning program which would analyze software 
in an organization, and detect whether all 
appropriate patches have been applied. 

• What to Do. The simple answer is “apply 
patches,” but there are potential complications. 
In some organizations, there may be particular 
equipment connected to a network which can
be affected by a patch. They may become
unreachable or unstable. But in most cases,
patches should be applied. Aside from the
vulnerability scanner systems discussed above,
there are patch management systems that can 
help assure appropriate patches are installed 
where needed. A related problem is using
software that can’t be patched. This comes up in
two ways. The problem in regard to Internet of
Things devices will be discussed below. If you
are running operating systems that are no 
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longer receiving security patches (such as old 
versions of Windows), you are operating at a 
great risk. Unless there is a specific reason 
(connection to a device that requires that you 
use the obsolete software as one example), you 
really shouldn’t be using out of date systems. 
However, if these systems are required, isolate 
the at-risk system from the Internet (and 
perhaps from most of your in-house network) to 
mitigate risk. 

Business Email Compromise (BEC) Attacks 
• The Problem. We have seen a significant

increase in a form of attack called a Business 
Email Compromise, or BEC. In a BEC, an attacker 
sends an email message (or often a series of
messages) instructing an employee—often a 
mid-level accounting or finance staffer—to send 
a large wire transfer to a specified account at a 
specified bank. The story generally given by the 
threat actor is that this is part of a very secret
acquisition or a requirement that has suddenly 
materialized. The message purports to be from 
the CEO or another senior executive. The 
attacker often does research to know that the 
person is traveling so cannot easily be reached
to confirm the email. The email also states that 
the CEO puts great trust in the recipient to get 
this done and to maintain the absolute
confidentiality of the request. Unfortunately, all 
too many of these succeed, and in some cases, it
becomes impossible to reclaim all or part of the
money transferred, which in some cases
involved losses of millions of dollars. A careful
look at BEC emails often shows them to be fake.
They originate from an email domain very 
similar—but not identical—to your real domain. 
In cases where actual email boxes have been 
compromised by the attacker, the emails might 
even originate in your system.

• What to Do. First of all, train your entire staff on
the warning signs of fraudulent email.
Specifically, acknowledge that this is an issue
commonly targeted to accounting departments 
and provide enhanced training to your people
who handle financial transactions like wire
transfers. Tell them that if they ever get an email 
requesting an unusual transfer, to not carry it
out unless you can verify it by phone. If you
can’t rule out the need to potentially send an
emergency transfer when you’re not able to 
personally validate it, consider the use of a
special code. Choose a phrase that you can
remember, write it on a piece of paper and seal 
it in an envelope, and have it placed in a
company safe by a senior official you trust.
Then, if you send an actual request, the
employee receiving the request should respond 
by saying “prove who you are.” You would then
respond with the code phrase, confirming the
request is legitimate. The envelope is opened to
verify the code. Tell your team to ignore any
transfer order where you don’t send that
phrase, no matter how urgent the email appears 
to be.
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Vendors, Suppliers and Business Partners Who 
Can Access Your Systems 

• The Problem. How likely is it that a third party
vendor you work with to manage building
automation systems, such as an HVAC
provider—a necessary and important service—is
infiltrated by a hacker who then leverages their 
access to internal building systems to exfiltrate
sensitive data (such as personal information
from tenants) and cause a major data leak? It 
has happened with some frequency. Because of
the access provided to an outside contractor—
who was performing HVAC maintenance 
services—an attacker was allowed access to the 
company’s financial systems, which ultimately 
enabled theft of credit card information.

• What to Do. The clear trends tell us that
connections with those in our supply chains, to
customers and others are going to increase in
frequency. But, the incidents that have occurred
also tell us that it is of extreme importance to
limit access to only those portions of your
systems as are absolutely required. This might
seem obvious, but unless the restrictions are in
place and tested, don’t assume that this has
been accomplished.

Internet of Things – Devices 
• The Problem. As more and more devices and

systems, ranging from sophisticated perimeter 
intrusion detection, personnel identification and
video surveillance to critical infrastructure
controls, to less sophisticated wireless routers
and printers, doorbells, refrigerators and even 
light bulbs are connected to the Internet, 
security researchers have discovered that some 
of these devices have little or no security, and
that in some cases, hackers can use them for 
many nefarious purposes. Threat actors may use
these devices as a point of attack into your
network, or they may want to control the
devices, or use them to attack your clients’ 
systems directly or those of third parties. Some
devices have passwords that are published and
cannot be changed. Others have security
problems that cannot be fixed because they 
were not designed to be updated with defense
mechanisms to deter attackers. 

• What to Do. Architects and engineers who 
deploy connected devices should check the
specific products they include in their design and
construction documents and determine whether
they represent potential security problems that 
may make them less suitable than alternative 
items. Include cyber and network security
requirements in specifications of the systems 
that are in your designs as a requirement of the 
device and system manufacturers. Refer to
federal government facility standards for 
cybersecurity and work with the manufacturers
of products and systems you specify to
determine the sufficiency of and responsibility
to include these critical security features.
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Additionally, consider taking an inventory of 
devices in use in your offices, and that your 
clients are using to determine if these devices 
are known to have security risks that cannot be 
effectively mitigated. 

Attacks against Your Data Stored “in the Cloud” 
• The Problem. In the past, architects and

engineers knew that their data was kept in their 
computer room, or perhaps on a tape stored in
a backup center or a bank vault. But today, 
many organizations store information out on the
Internet. Of course, there is no such place as 
“cyberspace,” all data storage is in a real 
location. Do you know where your data is? In 
some cases, this can be very important. If you
have data relating to citizens of or conduct 
business in the European Union, for example,
you likely have responsibilities under the
General Data Protection Regulation (GDPR). In 
some cases, where you use a cloud-based
service, there may be questions about whether
the data is actually owned by you, or by the
service provider. 

• What to Do. First, all contracts for any IT-related
service must be reviewed by counsel. If anyone
wants to use a remote service that can be used
and paid for with a credit card, recognize that 
there may be terms and conditions which would 
be unacceptable if reviewed by counsel.
Additionally, counsel should inform IT and
management of any applicable laws and 

regulations with which the systems must 
comply, and where applicable, determine where 
data is physically stored, and any terms and 
conditions related to that storage. 

In this article, we’ve covered some of the most pressing 
issues in cyber and information security. However, this is 
an area in which one size does not fit all; your firm may 
have additional issues such as considerations based on 
the type and nature of your projects and clients, the 
extent of use of consultants, contract employees and 
other third parties, extensive use of wireless devices and 
systems and remote working arrangements that need to 
be addressed comprehensively.  

We strongly recommend that A&E firms conduct a risk 
assessment with a qualified and credentialed network 
security consultant (such as Kroll) on an annual basis. Do 
you know the risks your organization faces? How well 
are you dealing with those risks by mitigating them with 
well-developed and established security policies, 
protocol and training, by transferring them through 
insurance, or in assessing some risks as being suitable for 
you to accept? 

The fact is that everyone in the architectural and 
engineering fields are potential targets. Design firms are 
dependent on technology to run their practices and 
implement their projects. Security is paramount. You 
may have inside information that a hacker wants. You 
might be seen as being vulnerable to ransomware. You 
might be targeted because someone doesn’t like your 
clients or what you’re doing. Or it might be that you’re 
running vulnerable software. You could have had an 
employee visit an inappropriate website that resulted in 
a so-called “drive-by” in which that website delivers 
malware to your system. The only mistake that’s 
universal is failing to recognize that everyone is 
vulnerable, and everyone is a potential target for 
cybercrime. Ignoring cybersecurity is not an acceptable 
response to the problem—prevention is far better than 
post-incident remediation. 
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About Berkley Design Professional 

Berkley Design Professional (Berkley DP) was created in 2013, by a team of insurance professionals with a passion
for the design industry and deep roots in Architects and Engineers Professional Liability underwriting, risk management and 
claims management. The genesis of Berkley DP was the combination of our team’s commitment to bring fresh ideas to the 
products and services design professionals need together with the resources of W. R. Berkley Corporation. Berkley DP’s motto 
is: Better By Design®. By this we mean that our policyholders can become better businesses by leveraging our innovative risk 
management solutions, fair and experienced claims services and comprehensive architects and engineers professional liability 
coverage. 

Berkley Design Professional is a division of Berkley Alliance Managers which is a member company of Berkley whose rated 
insurance company members are assigned an A+ (Superior) rating by A.M. Best Company. W. R. Berkley Corporation is an 
insurance holding company that is among the largest commercial lines writers in the United States and operates worldwide in 
two segments of the property casualty insurance business: Insurance and Reinsurance & Monoline Excess. 

BDP Risk® is Berkley DP’s state-of-the-art Learning Management System (LMS), which
provides 24/7 online access to relevant risk and practice management content, streamlined 
online learning, and education activity tracking and reporting. For a second consecutive year, 
BDP Risk® has won a coveted Brandon Hall Group Excellence award for “Best Advance in Custom 
Content,” which recognizes self-paced, custom-designed online courses related to workplace 
learning. The 2020 Silver Award reflects Berkley DP’s ongoing successful efforts to help design 
professionals improve their practices, enhance business performance, and decrease the 
frequency of professional liability claims. 

For more information, contact: 

Andrew D. Mendelson, FAIA 
Senior Vice President,  
Chief Risk Management Officer 
amendelson@berkleydp.com 

Diane P. Mika  
Vice President, 
Director of Risk Management Education 
dmika@berkleydp.com 

berkleydp.com | 855.534.7285 
Information provided by Berkley Design Professional is for general interest and risk management purposes only and should not be construed as legal advice nor 
confirmation of insurance coverage. As laws regarding the use and enforceability of the information contained herein will vary depending upon jurisdiction, the user of 
the information should consult with an attorney experienced in the laws and regulations of the appropriate jurisdiction for the full legal implications of the information.  

Practice management recommendations should be carefully reviewed and adapted for the particular project requirements, firm standards and protocols established by 
the design professional. 

Products and services are provided by one or more insurance company subsidiaries of W. R. Berkley Corporation. Not all products and services are available in every 
jurisdiction, and the precise coverage afforded by any insurer is subject to the actual terms and conditions of the policies as issued. 
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