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“This is extremely useful 
in the ever-changing landscape  
of data breaches and healthcare.”

Cynthia Snyder
Director, Information Privacy 
Health Net, Inc.
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Executive Summary
The analysis establishes a quantifiable 
risk level. Ultimately, the taxonomy  
is meant to guide and inform decision-
making processes, but it also achieves 
the following goals:

1 
TO ASSIST COMPANIES IN IDENTIFYING,
UNDERSTANDING AND GAUGING THE 
POTENTIAL RISKS ASSOCIATED WITH  

A BREACH, based upon known outcomes 
and scenarios from historical breaches, 
aggregated statistical data and expert 
experience with breach events. 

2 
TO UNDERSTAND HOW, BASED UPON  
THE CIRCUMSTANCES AND SEVERITY 
OF THE BREACH, THE EVENTS WILL 

IMPACT AFFECTED CONSUMERS.  
Results of this analysis are the basis for 
determining whether or not remediation 
services should be offered to consumers 
— and, if so, what type(s) will be most 
effective.

In the information age, data is everywhere — it is a 
commodity to be held and bartered, it is a currency that 
fuels transactions between organizations, consumers  
and governments. Yet when a breach of individuals’ 
private information occurs, the characteristics of the data 
are treated as an afterthought. While an attempt may be 
made to determine what was lost or to utilize computer 
forensics to stop an active attack, minimal thought is  
given to matching an appropriate consumer remedy  
to the risk profile of the data breach.

Data breach is not a “one size fits all” proposition. 
The costs of a breach are directly tied to the specific 
circumstances of that breach and the type of Personally 
Identifying Information (PII) and Protected Health 
Information (PHI) involved. Failure to properly evaluate 
the risks associated with an organization’s specific data 
breach event can exacerbate several external factors, 
including the likelihood that the breach will result in a  
class action suit; subject the organization to regulatory 
fines and penalties; attract negative attention from media 
and the public; and finally, lead to the subsequent identity  
theft issues of those affected by the breach. 

Kroll advocates a risk-based approach to evaluating  
a data breach event. This data-driven method focuses  
on four interdependent factors that vary in importance 
depending upon the circumstances of the breach, but  
all must be considered to present a clear picture of risk:

■■ How did the data breach occur?

■■ What was the size of the breach?

■■ What type of PII/PHI was exposed?

■■ Who is the impacted population?
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Introduction
It was certainly a unique situation: The hospice division 
of a healthcare organization experienced the data breach 
when a well-intentioned employee took work home, then 
accidentally discarded some highly confidential files  
in her household trash can. 

Naturally, because it was trash pick-up day, the waste  
bin was sent to the curb. This act, along with the fierce 
wind that kicked up later that evening, set off a firestorm 
that would affect the entire organization. As it turned out,  
an executive officer lived only a few blocks away, and  
what he found in his front yard the next day was highly 
disturbing: papers containing not only Personally 
Identifying Information (PII) and Protected Health 
Information (PHI) of hospice patients, but also other 
extremely sensitive data, such as alarm security codes, 
locations of “extra” keys and instructions on how hospice 
workers should enter patients’ houses.

One completely offhand act had now put a group  
of individuals already vulnerable to exploitation — 
bedridden or incapable of managing simple tasks without 
assistance — at an exponentially higher level of risk by 
quite literally scattering their sensitive information to the 
wind. The client immediately recognized the situation  
as a grave one and called Kroll, launching into a long 
odyssey of response that included physical security 
measures for each patient and wrenching updates  
to news outlets that had latched on to the story. 

How does a company measure the impact of such  
an unusual breach, not just to the company itself,  
but also to the individuals put at risk? While this case 
study demonstrates careful thought was paid to the 
potential immediate harm and associated long-term risks, 
the breach could have caused a great deal of damage 
had these risks been underestimated. Evidence-based 

strategies, concrete statistics and expert 
opinion in the wake of a data breach are 
imperative. Organizations must use  
a thoughtful approach to evaluating risk.

Taking a Risk-Based Approach:  
Key Observations

Kroll advocates taking a risk-based  
approach to evaluating a data breach  
event. The methodology is focused  
on four central questions that are  
expanded upon in this paper:

■■ How did the data breach occur?

■■ What was the size of the breach?

■■ What type of PII/PHI was exposed?

■■ Who is the impacted population?

In advancing this concept, Kroll has noted  
four key indicators that are shaping the  
data breach response landscape and  
forcing organizations to rethink how  
they respond to breaches: 

1 
DATA BREACH IS NOT A “ONE SIZE FITS  

ALL” AFFAIR. The standard response to a 
breach is a simple one — a notification letter 
with instructions on how to place a fraud  
alert or credit freeze. In effect, this standard  
response is called upon to fit every circumstance, 
from hacking to lost laptop, from credit card 
numbers to medical records, from 500 affected 
to 1 million. Granted, there are occasions when 
the simple response is augmented  
by the de facto solution: credit monitoring.1  
A study of reported events in 2012 reveals  
that where 67 percent offered nothing but 
advice, the other 33 percent of data breach 
response packages included only credit 
monitoring. But how effective can credit 
monitoring be at detecting medical identity 
theft? Or criminal impersonation? How would 
credit monitoring alone have served the hospice 
patients from our case study, whose home 
addresses and alarm security codes were lost? 
The factors contributing to a breach event can, 
and should, inform not only the steps taken  
to respond to the incident, but also the  
offerings that will provide real risk remediation 
for affected individuals.
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2 
THE COST OF A DATA BREACH IS TIED 
DIRECTLY TO THE CIRCUMSTANCES OF 

THE BREACH. The 2013 NetDiligence® 
study, Cyber Liability & Data Breach 
Insurance Claims, found that the average 
payout for a breach was $954,000. While 
crisis services composed a little more than 
half of the costs, legal defense was  
36 percent and legal settle ments were  
13 percent, with both regulatory and PCI 
fines only 1 percent of overall costs. Net 
Diligence also noted the continuing trend 
of more claims submitted for a relatively 
small number of records exposed, in 
particular observing that “we found no 
correlation between the number of records 
lost and the total cost of the breach. Even 
when we excluded outliers … we still 
found a complete lack of correlation.”2  
Our case study is a perfect example —  
the total breach represented a handful of 
records that resulted in higher than usual 
costs for solutions in physical security and 
public relations. These statistics upend 
the “per record” conventional wisdom of 
establishing costs and illustrate how the 
circumstances of the breach play a very 
large role in determining the cost.

3 
DATA BREACH CONFOUNDS THE ISSUE  

OF DATA OWNERSHIP. Consumers, privacy 
advocates, regulators, legislators, law 
enforcement and companies that hold data 
are all potential stakeholders seeking to 
shape the future of sensitive personal data, 
specifically the ways it can be used and 
who profits from controlling it. The World 
Economic Forum acknowledges an existing 

inequality of value and that “The current 
personal data ecosystem is fragmented 
and inefficient. For many participants, the 
risks and liabilities exceed the economic 
returns.”3 A data breach complicates this 
muddled picture even further by redefining 
the lines of responsibility for ownership 
and security of protected data, contributing  
to a continued inequality for both 
organizations and the consumers they 
serve. In our example, the hospice care 
organization took ownership of not only 
the data it had breached, but also the 
responsibility to provide physical security 
for those affected — hiring guards and 
changing locks does not normally fall under 
an organization’s perceived duty to patient 
privacy and security.

4 
ORGANIZATIONS THAT DO EVERYTHING 

RIGHT STILL SUFFER BREACHES. This  
is the fundamental truth of a data breach. 
There are plenty of examples of what  
not to do when it comes to data security, 
but the fact remains that data breach  
is not a question of if, but when, and how 
frequently. In the case study we presented, 
hindsight suggests that a more rigorous 
security awareness training program for 
employees was needed, but even the most 
rigorous program might not have prevented 
what was clearly a lapse of judgment on 
the part of the employee. While a focus  
on preventing breach is imperative, 
resources must be committed to reduction 
of risk from the breach itself. 
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Why Organizations Must Change — 
External Forces Align to Address the Gaps
External forces are shaping what an organization does 
with sensitive data — and what it can do, by law —  
to a greater extent than ever before. These forces will 
also help to determine who gains the most value from 
holding the data — and who is penalized for its misuse 
or mishandling. States tinker with data breach laws; 
attorneys general assert their authority to investigate and 
levy fines; consumers redefine what constitutes valued 
data or an appropriate response when a breach occurs. 
Opinion and expectations are shifting; accountability for 
actions or inactions related to personal data is taking  
on a whole new dimension. Drivers like the four outlined 
in this section illustrate the convergence. What remains 
to be seen is whether organizations change the way data 
breaches are managed in order to head off consumer 
backlash, punitive costs and reputational damage. 

Class Action Lawsuits — Courts Connecting  
the Dots from Data Breach to Identity Theft

Consumers frequently seek compensation through 
class action lawsuits, although historically, courts have 
been consistent in dismissing data breach class actions 
because of the speculative nature of future risk of harm 
to the plaintiffs. For that matter, breach victims have been 
unable to convince courts that subsequent identity theft 
was related to the breach itself.

However, even the hardest rock succumbs to a 
continuous drip of water. The decisions emerging from 
recent lawsuits have demonstrated a willingness on the 
part of certain courts to recognize subsequent harm 
brought to the plaintiffs. 

These forces will also help to 
determine who gains the most 
value from holding the data — 
and who is penalized for its 
misuse or mishandling.  

In Resnick v. AvMed, Inc.,4 the 11th Circuit 
Court found sufficient evidence to reverse 
a dismissal of the plaintiffs’ claim that 
AvMed’s breach had caused the identity 
theft that the plaintiffs later experienced. 
The court found that the plaintiffs had 
established a plausible nexus between  
the two events and concluded that 

“Plaintiffs have pled a cognizable injury  
and have pled sufficient facts to allow  
for a plausible inference that AvMed’s 
failures in securing their data resulted  
in their identities being stolen.” 

The court noted that the plaintiffs were 
able to establish that the connection 
was “more than a coincidence of time 
and sequence.” There was compelling 
evidence to suggest that the identity  
theft was caused by the breach, other 
than just proximity in time. AvMed 
subsequently agreed to a $3 million 
settlement in this case. In an interesting 
twist, the settlement not only reimbursed 
those who experienced identity theft, but 
also anyone who was part of the breach. 
This extension of recompense was 
based on the theory that AvMed should 
have spent a portion of the customer’s 
premium on more adequate data security. 
Given the favorable outcome, industry 
experts expect to see more of this type  
of class action lawsuit in the courts.5 
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Organizations that suffer repeated data loss or theft have 
become targets on multiple fronts. Advocate Health Care, 
the largest medical group in Illinois, experienced a data 
breach in July 2013 when four unencrypted desktop 
computers containing 4 million patient records were 
stolen from administrative offices.6 The failure to encrypt 
data is alarming not only from a regulatory perspective, 
but also because of Advocate’s own data breach history. 
The 2009 theft of an unencrypted laptop containing 
812 medical records raised awareness of the risk and 
prompted introduction of an encryption program that, 
unfortunately, had not reached the office that experienced 
the 2013 breach.7 In August 2013, it was announced that 
the group faced state and federal investigations. Shortly 
afterward, a class action lawsuit was filed claiming that 
Advocate failed to take appropriate steps to safeguard 
patient data.8 

Regulatory Requirements — A Linking Mesh  
of Investigations, Fines and Penalties

Even before California’s landmark 2003 data breach 
notification law, other regulations dealt with privacy  
and security issues of sensitive data in terms  
of collection, use and disposal. The list is long,  
but just a few examples include:

■■ Health Insurance Portability and Accountability Act 
Final Rule (HIPAA): Protects individuals covered by 
health insurance and sets standards for the storage 
and privacy of personal medical data.

■■ Children’s Online Privacy Protection Act (COPPA): 
Prohibits unfair or deceptive acts or practices in 
connection with the collection, use or disclosure  
of PII from and about children on the Internet.

■■ Fair Credit Reporting Act (FCRA): Promotes the 
accuracy, fairness and privacy of information  
in the files of consumer reporting agencies.

■■ Gramm-Leach-Bliley Act (GLBA):  
Addresses privacy considerations for 
financial institutions, including ensuring  
security and confidentiality of customer 
information, protecting against anticipated 
threats including unauthorized access  
or use, and providing an “opt out” option 
for certain sharing of PII.

■■ U.S. Securities and Exchange 
Commission cyber security risk disclosure 
guidance: Requires that registrants 
must assess what, if any, disclosures 
should be provided regarding cyber 
security. Essentially designed to prompt 
disclosure of information about risks that 
a reasonable investor would consider 
important to an investment decision.

■■ Payment Card Industry Data Security 
Standard (PCI DSS): Increases controls 
around cardholder data to reduce credit 
card fraud via exposure. This is the 
proprietary information security standard 
for organizations that handle cardholder 
information for the major debit, credit, 
prepaid or other POS cards.

■■ Family Education Rights and Privacy Act 
(FERPA): Protects the privacy of student 
education records, applying to all schools 
that receive funds under applicable 
programs of the U.S. Department  
of Education.

If regulatory requirement is the skeleton, 
then implementation is the muscle that 
makes everything move and change — 
investigations, fines and other types of 
penalties levied by governing bodies 
have long been transforming data breach 
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response. Further, the progression of action suggests  
that it may be even more impactful in the future.

The first fine imposed by a state attorney general for a 
HIPAA violation was levied against Health Net in the 
amount of $250,000 for its handling of a 2009 breach  
that affected more than 1.5 million people. This was  
the maximum penalty, which had been set to “send  
a strong message” about the “profound responsibilities  
to protect medical and financial records,” said 
Connecticut Attorney General Richard Blumenthal. 

In 2012, the Alaska Department of Health and Social 
Services agreed to pay a $1.7 million fine as part of  
a HIPAA enforcement action. The breach involved only 
501 people, but an audit by U.S. Department of Health 
and Human Services’ Office for Civil Rights (OCR) 
revealed critical security shortcomings, including  
failure to perform a risk assessment, failure to complete 
security training, or implement device and media controls. 

Fines are not only imposed in the United States —  
as a result of its 2011 breach, Sony agreed to pay  
a £250,000 penalty imposed by the UK Information 
Commissioner’s Office, saying the company should  
have known its defenses were inadequate to secure  
the payment card and login details of users. 

Officials at regulatory agencies are sending increasingly 
strong messages about the duty to ensure data privacy 
and security — and the inevitable penalty when it is 
not handled properly. For example, in her August 2013 
keynote address at the Technology Policy Institute Aspen 
Forum, FTC Chairwoman Edith Ramirez delivered this 
warning to all who collect and use big data: “With big 
data comes big responsibility. Firms that acquire and 
maintain large sets of consumer data must be responsible 
stewards of that information … stronger incentives  
to push firms to safeguard big data must be in place.  

The FTC has urged Congress to give  
the agency civil penalty authority against 
companies that fail to maintain reasonable 
security.”

Public Sentiment

While lawsuits and regulations appear  
to be shifting toward the consumers’  
favor, public sentiment remains 
unpredictable. In general, consumers  
who have experienced a breach almost 
always initially feel anger and betrayal 
toward the breached entity; however,  
this does not necessarily translate into  
a loss of customers or long-lasting 
damage to brand or reputation.  
According to Ponemon’s Cost of a Data 
Breach report, the average breach-related 
abnormal churn rate in the United States 
is 2.8 percent,9 and in a global study by 
the Economist Intelligence Unit, of the  
23 percent of respondents who said they  
had personally suffered a breach,  
38 percent indicated they no longer  
did business with the organization 
specifically because of the breach event.10 

However, in specific verticals, such  
as healthcare, churn rate tends to be 
higher — in one survey of patients in the 
United States, 19 percent indicated they 
would leave their provider if they received 
a notification letter, but nearly 64 percent 
said they would leave if they found out 
about it indirectly, such as through the 
media.11 The variations among industries 
make it difficult to predict what is tolerated 
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and what will unleash a backlash of criticism. There are, 
however, certain flashpoints that bring about heightened 
negative attention.

For instance, the nature of the data can be an issue, 
whether limited to sensitive PII or extended to highly 
private information as well. In late 2013 it was reported 
that a limousine software company, CorporateCarOnline, 
had been hacked. The event exposed not just credit  
card information, but also potentially embarrassing  
details about 1 million customers, including politicians,  
celebrities, athletes and other high-profile individuals. 
Leaked details included everything from pick-up  
and drop-off instructions to descriptions of unsavory 
activity reportedly undertaken by some passengers.  
The company had been informed of the breach by  
an outside security firm and received negative attention  
for what appeared to be inaction in terms of response.  
Of course, it is not only important to gauge the “what” 
aspect of data, but the “who” of your breach population. 
Several members of Congress whose data was exposed 
vowed to investigate the claims.12   

The vulnerability of the affected population is another 
public interest hotspot. When the confidential information 
of more than 3,000 disabled Alaskan clients of Hope 
Community Resources (HCR) was accidentally sent  
to a wide e-mail distribution list in 2013, it elicited  
a wave of negative response from families, caregivers 
and advocates for the disabled. The major worry was 
not identity theft, but rather that the release of sensitive 
information could lead to discrimination against those 
affected. Others were concerned about the anxiety 
that this exposure could cause to an already-vulnerable 
population. This adverse public reaction could potentially 
affect HCR’s efforts to achieve accreditation and may 
influence potential fines for a HIPAA violation.13 

Subsequent Harm Related  
to a Specific Breach

The potential for breach victims to 
experience a subsequent identity theft  
is a topic that’s gaining traction. A recent 
Javelin study found that of 16 million 
victims that received a notification letter 
in 2012, more than 25 percent of them 
suffered a subsequent identity theft.14  

But it’s not just industry-generated 
statistics that tell the tale — media 
accounts from the past year have also 
been unflattering to entities that have  
lost or exposed data.

In one recent case, the Scripps 
Howard News Corporation took to task 
the TerraCom and YourTel America 
corporations when a reporter discovered 
170,000 files available on a publicly 
accessible website. These files included 
applications to the companies for cell 
phones under the federal Lifeline program, 
so they contained sensitive personal 
data such as Social Security numbers, 
birth dates and home addresses. The 
Scripps organization continues to pursue 
the story and has publicized information 
about individuals whose information 
was included in the breach and had 
experienced identity theft.15  

Perhaps the most well-known case of 
associated identity theft was the breach 
of taxpayer information by the South 
Carolina Department of Revenue. This 
massive loss of data — 3.8 million Social 

“Companies will need to gain a better understanding 
of their actual breach risks, how the breach could 
actually affect their customers, and the best way 
to remedy those specific risks and provide better 
protection to the affected consumers.”
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Security numbers along with 3.3 million bank account 
numbers — represented a high risk to those affected,  
and in the days following the event, many reported  
they had already experienced identity theft, prompting  
a frenzy of criticism.16 

Regulatory agencies also appear to be more willing 
to draw associations between data loss and resulting 
identity theft. In a recent FTC complaint against medical 
testing laboratory LabMD, Inc., the FTC alleges that  
the company did not take reasonable measures to  
protect the security of consumer data. Interestingly,  
the complaint includes documentation discovered during 
the arrest of individuals associated with an identity theft 
ring. In the possession of those arrested, the Sacramento, 
California Police Department found spreadsheets and 
copied checks that were associated with LabMD.  
The FTC has included within its order that LabMD shall 
notify those affected consumers. 

Both TerraCom and LabMD denied having experienced  
a breach of sensitive data, despite evidence to the 
contrary. In fact, LabMD has argued vigorously that the 
FTC has no authority to require that organizations change 
their information security practices, or to use Section  
5 of the Federal Trade Commission Act as justification  
to investigate data security and consumer privacy 
practices. The crucial question remains whether  
or not LabMD in fact experienced a breach, as the  
FTC contends, because the commission does have 
authority to file complaints when an organization engages  
in practices considered unfair or deceptive — i.e., failing 
to properly secure consumer data from a breach.17

Alan Brill
CISSP, CFE, CIPP/US, FAAFS
Senior Managing Director
Kroll
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What Needs to Change
Organizations must look beyond compliance fulfillment  
to effectively mitigate the risks associated with an 
individual breach and, if applicable, to break the cycle  
of ineffective breach response. All breaches are not 
created equal; some pose a great deal of risk to the 
organization and its constituents, while others present 
little to no risk at all. Despite this spectrum, organizations 
continually bring the same all-purpose toolkit to the 
table — a notice, a warning to watch for suspicious credit 
activity, and perhaps a year’s worth of credit monitoring. 
This approach makes for lost opportunities to provide  
a response that could benefit all constituents — including 
the breached company. 

Organizations must first begin by better establishing the 
level of risk in a data breach situation, both to itself and  
to those whose data was lost. Kroll advocates a risk-
based approach that utilizes a taxonomy to define, 
categorize and measure the level of risk associated  
with a data breach. The intent is to assist an organization 
in avoiding costly missteps that occur when an 
organization misjudges the severity level of a breach. 

The taxonomy is centered on four interdependent factors 
that vary in importance depending upon the circumstances 
of the breach, but all should be considered in order  
to render a clear picture of risk. The analysis establishes 
a quantifiable risk level that ranges from low to high and 
informs the decision to provide meaningful remediation 
services to breach victims if the risk level determines this  
to be necessary.

Ultimately, the taxonomy is meant to guide and inform 
decision-making processes. It achieves the following “goals”:

■■ To assist companies in identifying, understanding
and gauging the potential risks associated with
a breach, based upon known outcomes and scenarios
from historical breaches, aggregated statistical data, and
expert experience with breach events.

■■ To understand how, based upon the circumstances
and severity of the breach, the events will impact
affected consumers. Results of this analysis are the
basis for determining whether or not remediation services
should be offered to consumers — and, if so, what type
will be most impactful.

FACTOR 1  
How did the data breach occur?

FACTOR 2  
What was the size of the breach?

■■ Who caused the breach — internal
or external actor?

■■ Was the breach malicious or accidental?

■■ How did the organization find out about the
breach?

■■  Have any members of the affected population
already experienced identity theft?

■■ What are the regulatory issues
that affect this breach?

■■ What is the total number impacted?

■■ Do you have a stratified population,
i.e., is the data exposure different
based on varying populations?

FOUR FACTORS TO HELP GAUGE RISK EXPOSURE



THE EVOLUTION OF DATA BREACH RESPONSE AMID GROWING CONCERNS AND EXPECTATIONS | 13

However, there are many other benefits to taking such  
an approach:

■■ The assessment of these factors is an important  
step in making informed business decisions  
regarding breach management. This allows the 
organization to focus on what matters to them, rather 
than defaulting to the minimum that is required by state 
or federal regulation.

■■ It provides the rationale to describe how decisions 
were arrived at for the breach response, thereby 
demonstrating a logical, data-driven approach  
for regulators, third parties, customers or any other 
stakeholders with an interest in the matter.

■■ Even today, the causes, prevalence and effects  
of data theft as well as identity theft can be somewhat 
nebulous to identify. For this reason, the industry  
has a tendency to rely on “expert intuition” to solve 
problems, which can be an important ingredient, but 
it is neither consistent among experts, nor is it usually 
something that can be quantitatively measured.  
Utilizing the four factors to analyze risk from a breach 
yields objective, meaningful and consistent results that 
can be created over multiple breach events.

FACTOR 3 
What type of PII/PHI was exposed?

FACTOR 4  
Who is the impacted population?

■■ Did you lose data that specifically 
triggers notification?  

■■ Did you lose data that may not be 
considered PII under existing law but 
warrants notification?

■■ Was this data provided voluntarily by 
constituents? Was it gathered through 
providing services or through monitoring 
the individuals? 

■■ What types of identity theft are tied  
to the types of data lost?

■■  What are the characteristics of the  
impacted population and their relationship 
to the organization? Are they customers? 
Employees? Stakeholders?

■■ What is their capacity to protect themselves 
from financial or personal harm?

■■  Where do they live? Are they in an area  
with a high propensity for identity theft?  
Do they live in a heavily regulated state?

■■ What is their relationship to the data?

■■  Do they include special populations,  
such as deceased, minors or expatriates?

■■ While it is true that breach response is fundamentally 
about making regulatory and budgetary decisions,  
this viewpoint tends to lead organizations to artificially 
limit their response to a very narrow aspect of a breach  
(i.e., notifying affected or concerned parties as required 
by law). To consistently ensure the organization reaches  
its most defensible position against negative effects  
of a breach, it is vital to define, compare, measure  
and predict the factors involved, as well as review  
all solutions that are available.
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The Risk-Based Taxonomy in Practice
Implementing a risk-based taxonomy should occur  
with each breach event and require the organization 
to gather the data necessary to answer the questions 
listed. The goal is to perform the analysis each time  
a breach occurs to gain insight into risk levels over  
time (i.e., whether breaches maintained a high risk  
level or tapered to a lower risk level over the time  
period being monitored). This analysis should then  
be used to determine what type of remediation  
services to offer, where to assign resources based  
upon perceived gaps, what type of public reaction  
to anticipate, among other actions. 

The factors developed by Kroll rely on empirical data 
where possible; however, such data is not always available 
(or reliable) and has been bolstered with own experience 
and expertise in handling complex data breaches. Kroll 
has provided data breach response services for more 
than a decade, and pioneered the practice of restoration 
services for populations who experience identity theft 
events. Our practitioners have seen many unique data 
breach situations and draw upon this rich background 
to better understand how these events can affect an 
organization. 

Importantly, overall risk levels can be affected by actions 
taken prior to a breach that are not accounted for by the 
factors relating specifically to a breach scenario (e.g., 
whether the organization has recently performed rigorous 
threat and vulnerability assessment). Our guidelines focus 
on reducing risk associated with data breach events and 
are not intended to be comprehensive. Risk assessments 
utilized to identify threats and vulnerabilities to the 
organization’s overall cyber security posture are not only 
important to overall security health, they are a requirement 
under HIPAA and certain state laws that call for periodic 
risk analysis.

Now is the time for addressing the problems inherent  
in the four key observations listed here. The privacy and 
security of PII and PHI have been an issue for many years 
now, but recent events reveal the fraying edges of the 
current system of data breach response. In the majority  
of cases, risk will likely be low, to both the organization 
and its constituents, but one fact is inescapable — what 
you don’t know about your data breach can hurt you.

“Timely and interesting...”

Chief Privacy Officer / Chief Ethics Officer
Healthcare
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Kroll is the leading global provider of risk solutions.  
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